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0 _  Foreword

0«Foreword

We’d like to thank our readers for their 
constructive comments and excellent 
questions, which we have tried to answer in 
this new volume. You wanted us to dig deeper 
into the dark web’s content. This second 
volume will therefore guide you through the 
dark web to help you better understand what 
happens there. 

Much like the first volume, Aleph’s experts 
wrote this white paper by drawing on their 
knowledge of the dark web, including its 
communities, complexities, and traps.

Let’s shed even more light on this obscure 
area.

We hope you enjoy this new volume!

Important 
note: 

The dark web contains an incalculable 
amount of con artists, and some sites we mention 
are probably scams.

This white paper does not promote sites on 
the dark web, nor does it explain how to conduct 
safe transactions on these sites. We simply 
describe the kinds of goods and services you 
can find in this space. This is why we do not give 
any website addresses and we blur contact 
information in our screenshots.

Following the success of our first volume, “The White Paper That Sheds 
Light on the Dark Web” and your positive feedback, we are pleased to 
present Volume 2: “Shining Even More Light on the Dark Web”.
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01Introduction 

In the past 20 years, the web has become 
a tool for tracking and sharing data covering 
all types of users and activity areas. The 
Covid-19 crisis has further reinforced and 
accelerated this phenomenon.

Remote work, VPNs, smartphone apps, and 
digital everything have all helped to transform 
the dark web’s content and uses. Though the 
dark web originally had a social purpose 
(freedom of expression, activism, etc.), it has 
also become a platform for numerous illegal 
activities. 

For example, almost all Ransomware 
actors conduct their operations and share 
stolen data on the dark web.

After taking our tour of the dark web, we hope 
you will understand what an incredibly diverse 
place it is.

This white paper also aims to inform you of 
cyberthreats and the other activities that 
take place in this multifaceted and surprising 
environment.

In the first volume, we described the dark 
web’s structure. The goal of this second 
volume is to present the various networks it 
contains. We will also describe some of the 
communities that operate in and communicate 
on the dark web, as well as the marketplaces 
that do business there.

Grab a torch and 
let Aleph guide you! 

Does the dark web deserve its sordid reputation? 

https://www.aleph-networks.com/ransomwares-divulgation-de-donnees-et-malware-as-a-service-dans-le-dark-web-partie-1-2/
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02What is the Dark Web in Technical and 
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2  _  What is the Dark Web in Technical and Practical Term
s?

The 2000s saw the emergence of a need 
for technologies to guarantee anonymity on 
the Internet. A few pioneers came up with the 
idea of creating a “network within the network”. 

First, Ian Clark launched the initial version 
of Freenet, a fully distributed network to store 

The dark web grew out of these three technologies, with anonymisation by design as the 
main technical difference from the regular web. These three technologies each offer different 
features.

information anonymously. In 2003, the 
developer zzz launched the first version of 
I2P (Internet Invisible Protocol), a decentra-
lised network to enable anonymous communi-
cation. Then Tor was developed based on 
research carried out in the 1990s, with its 
first public version released in 2004.

The emergence of networks within the network

https: //freenetproject.org https: //geti2p.net  https: //www.torproject.org

Freenet I2P TOR Web

Anonymous communication by 
design 

YES YES YES NO

The hidden Internet CHK:  / SSK: b32.i2p sites .onion sites Deep web

Anonymous access to the web NO NO YES NO

Anonymous storage YES NO NO NO

Friend-to-Friend YES NO NO NO

Type / Design Distributed Decentralised Decentralised Centralised

Centralised Decentralised Distributed

https://freenetproject.org
https://geti2p.net
https://www.torproject.org
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I2P: 

It is very flexible and can anonymise other 
technologies such as the torrent download 
protocol. It allows users to use torrent-based 
download tools discreetly.

Like Tor and Freenet, I2P has its own 
dark web made of micro websites hosted on 
your computer (ending in b32.i2p). It can only 
be accessed via the anonymous I2P network. 

How can you access the I2P 
dark web?  

Several sites on the I2P dark web are 
available through the interface.

Tor: 

Like I2P, Tor comprises several websites with names ending in .onion. It is the largest 
network in terms of content. Sites on the Tor network are formatted almost exactly like sites 
on the clear web, but its success stems from its ability to anonymise web access.

Though Tor is by far the most widely used network on the dark web, each of these techno-
logies has specific features that are useful: 

•	 Tor: anonymous access to the regular web
•	 Freenet: resilient and anonymous storage
•	 I2P: multi-protocol anonymisation.

Freenet: 

It is very resilient, offering the greatest 
anonymity of the three. It stores information 
anonymously using a distributed network and 
distributed data storage. It led to the creation 
of a dark web comprising sites made exclu-
sively of files. It also enables communication 
via forums or social networks. The fact that it 
is fully distributed makes it very resilient, but 
also slow. 

How can you access the 
Freenet dark web?

The Freenet home page has several entry 
points.
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It is because Tor (and more specifically the Tor Browser) grants access to the regular web 
that the dark web was able to develop as a set of hidden sites ending in .onion, which are acces-
sible using the same browser. 

How can you access the Tor dark web? 
You must install the Tor Browser, which only gives you access to its home page. It then directs 

you to conduct searches on the Duck Duck Go search engine, which only shows results from the 
clear web. You’ll then need to find an entry point (directories of onion sites or search engines 
specifically for the Tor network). 

IN SHORT:  
1 - There are three major networks in the dark web: Freenet, Tor and I2P, each with different confi-
gurations. Freenet is a distributed network with high anonymity, like I2P and Tor, which have the same 
decentralised characteristics.

2 – With nearly 100,000 active sites, Tor is the most widely used dark web network (versus fewer than 
10,000 I2P sites).

3 - It is very hard to browse these webs. Public search engines for the dark web are rare and 
largely ineffective  (see Volume 1, chapter on search engines), so users generally turn to sites that 
offer lists of websites that have been identified on the dark web (like in the early days of the regular 
web).

Aleph Search Dark is an essential tool that allows us to browse all these networks 
safely and discreetly. It searches and analyses the dark web, displaying its 
content and mapping out its sites. It is an independent search and analysis engine 
that offers an overarching view of the dark web and part of the deep web in just 
a few clicks. 

What about the web?
… and the webs! The democratisation and rapid growth of the Internet have made search 

engines key to the web’s accessibility. However, some sites are poorly referenced by these 
search engines, or not at all. They are either “lost” in the vastness of the Internet (appearing in 
the last pages of results, which no one reads), or webmasters purposely design them so they 
are not found. This hard-to-access part of the web became the deep web, as opposed to the 
clear web (the web most people use). Unlike the dark web, clear and deep web sites use the same 
centralised non-anonymous by design technology.

https://www.aleph-networks.com/ressources-blog-les-differents-types-de-sites-du-dark-web-3-3/
https://www.aleph-networks.com/ressources-blog-les-differents-types-de-sites-du-dark-web-3-3/
https://www.aleph-networks.com/ressources-blog-les-differents-types-de-sites-du-dark-web-3-3/
https://www.aleph-networks.com/ressources-blog-les-differents-types-de-sites-du-dark-web-3-3/
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onion mirror of “hack this site.org” 
– Example of a White Hat

03Communities on the Dark Web – Hackers
The dark web offers almost total freedom of expression and action since it was initially designed to 

guarantee anonymity and bypass censorship. This anonymous environment is where hackers operate, and 
highly skilled hackers now operate in groups to bolster their knowledge and anonymity and factorise their 
resources. And now you no longer need extensive technical skills to carry out a cyberattack. You can simply 
hire a hacker or read a guide on a forum. 

The dark web contains both black hats and white hats: a white hat is an ethical hacker, while a black hat 
has malicious intent. 

But not everything is black and white, and some hackers are grey. 

They act ethically or not depending on the issue at stake. No matter which colour hat they wear, they are 
mainly found on blogs that discuss anonymity technology or official hacker conference sites.

Two types of hackers
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In the past 3 years, a real data economy has emerged. One of the main consequences is an explosion in 
the number of data leaks, along with the use of phishing as a vector for compromise.

There are now so many email addresses that phishing has become the most profitable way to compromise 
information systems. Isolated hackers acquire or buy entire databases of email addresses then launch 
phishing campaigns or conduct CEO fraud via spear phishing.

Hacker groups on the dark web seem to be getting stronger and are becoming more consolidated. 

They are reaching targets, have websites for their activities, and publicise their actions as a communi-
cation tool. Their goal is to force victims to pay a ransom or contact them to prevent any leaks.

Nevertheless, even when their intent is malicious, not all hackers are profit-driven. This is clear from the 
many self-help forums that present hacking techniques and tutorials. They describe various compromise 
techniques in the form of guides or ready-to-use viruses.

A veritable data economy

Example of a multi-country        
data sale 

Suncrypt hacker group site 
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Data is a precious company resource that hackers can easily exploit. This is why the sale 
of data or high-value-added services has become one of their main activities on the dark web.

Certain hackers conduct the cyberattack themselves to sell the data they obtain, while 
others simply want to damage a particular entity. The goal is always the same:  use one’s 
knowledge or information to make money or cause harm.

Individual vendors scour forums to sell data they obtained via their own cyberattack or 
stole from others to make easy money. Hackers also release a sample or images of the data to 
confirm their veracity. 

This data is mostly email addresses that can be used to launch phishing campaigns. 

The stolen data market is driven by black hat activities.

Excerpt from a forum selling data 
leaks

Guides and tutorials offering 
various hacking techniques
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There are also hackers for hire. They will conduct a cyberattack upon request to 
compromise a designated entity using a specific method.

We have observed a real surge in the services offered on the dark web, which we will 
further describe in the chapter on ransomware as a service. It has become possible for 
anyone to request a hacker’s services. However, it is hard to know whether these platforms 
are scams or offer real services.

IN SHORT: 
1 - Hackers usually fall into one of two categories: white hats, who are ethical; and black hats, who are 
malicious and have “destructive” intent.

2 – The theft of corporate and personal data is a business activity in its own right. Data that has not 
found a buyer is “liberated” and made publicly available.

3 – Hackers can also be hired to obtain data “on request” or shut down a target’s information system.

Aleph Search Dark collects and displays data from sites, blogs, and open forums 
and analyses the resulting metadata. We browse these sites privately within the 
software, protecting users from the risks of the dark web. We also work closely 
with certified authorised partners that give us access to data from forums and 
blogs in authenticated mode.

Examples of cyberattack    
services for hire

{
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04Ransomware, Data Disclosure, and 
Malware-as-a-Service on the dark web

Following the Covid-19 health crisis, cybersecurity has become the cornerstone of our society. Cyber-
security systems must guarantee the resilience of government and health information systems and ensure 
that people can continue working remotely.  

This resilience has been severely tested 
by successive attacks in different sectors. 
Cyberattacks have taken advantage of the 
unprecedented health crisis, growing 
exponentially in the form of social engineering, 
phishing, business asset compromise, and a 
resurgence of malware and ransomware. 
Hackers are capitalising on the confusion and 
fear resulting from the pandemic to maximise 
their chances of reaching their targets. 
Phishing attacks have increased by about 
665% since the beginning of the pandemic. 

As a result, even more public and private 
entities are being destabilised and paralysed. 
Some examples in France include the medical 
sector, with the cyberattack on the CHSF 
hospital in Corbeil-Essonnes in August 20221; 
the private sector, with an attack on mobile 
phone operator La Poste Mobile in July 20222; 
and local authorities with the attack on the 
Indre-et-Loire department in July 20223.

1 / https: //www.leparisien.fr/high-tech/cyberattaque-contre-un-hopital-de-lessonne-les-hackers-ont-diffuse-des-donnees-piratees-25-09-2022-NKKMW4XNJFCRNPTAADYT327UVQ.php
2 /  https: //www.generation-nt.com/poste-mobile-piratage-rancongiciel-actualite-2003070.html
3 / https: //www.francebleu.fr/infos/faits-divers-justice/le-departement-d-indre-et-loire-victime-d-une-cyberattaque-1657554147

Phishing attacks have 
increased by about 

665% since the 
beginning of the 

pandemic.

‘‘

”
Press release about Covid-19 on 

the dark web by the hackers 
responsible for the Maze malware

https://www.leparisien.fr/high-tech/cyberattaque-contre-un-hopital-de-lessonne-les-hackers-ont-diffuse-des-donnees-piratees-25-09-2022-NKKMW4XNJFCRNPTAADYT327UVQ.php
https://www.generation-nt.com/poste-mobile-piratage-rancongiciel-actualite-2003070.html
https://www.generation-nt.com/poste-mobile-piratage-rancongiciel-actualite-2003070.html
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Since 2020, ransomware has become the most common and dangerous threat.

Ransomware attacks on companies or institutions initially require payment for victims to 
recover access to encrypted data. The original intent is not to render the attack public, as 
communications between the victim and attacker can remain completely private. However, 
attacks are frequently publicised in certain channels, especially when the victim refuses to pay 
the ransom. 

Ransomware actors then switch to the more traditional method of threatening to release the 
victim’s data publicly. This is the next step in the extortion attempt. The threat is communicated 
through a website managed directly by the team of hackers. It is usually in the deep web with 
a miroir in the dark web to counter attempts to block the domain name.

If the victim still refuses to pay, the hackers 
then launch the retaliation phase: partial publi-
cation of the data. We haven’t identified a typical 
practice regarding which data is disclosed 
first; the data published can be more or less 
strategic and sensitive, depending on the 
situation.

On this site, the hackers list all the victims who have not paid the ransom. They start by 
offering open access to a document that lists the files they possess and an excerpt of the 
stolen data (teaser).

Excerpt of a list 
of encrypted files 
shared by a team 
of hackers

Publication of the first batch of 
data belonging to an Egregor    

group victim

https://www.aleph-networks.com/les-miroirs-dans-le-dark-web-1-2/
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If this partial publication does not prompt the 
victim to pay, other files are then released until 
the data is leaked in full. In this regard, the 
process perfectly mimics typical data blackmail. 

The main difference in this kind of ransomware 
attack is the encryption of the target’s data, 
which already presents a major difficulty for the 
victim.

Data is most often released in the form of 
archives of varying sizes, depending on the 
amount of data hackers have collected. Certain 
data leaks may measure several hundred 
gigabytes in total. 

Hackers sometimes offer downloads of each 
separate file in an unsorted list. Some may also 
offer access to the victim’s data by replicating 
their directory tree.

Standard data blackmail, without 
using ransomware

Unsorted data leak

Copy of the victim’s directory tree



15

4  _ Ransom
ware, Data Disclosure, and Malware-as-a-Service on the dark web

Analysing the victims of groups like Egregor (some of whose members were arrested in Ukraine 
in February 2021) reveals that ransomware operators do not just target big or world-renowned 
companies or institutions. While the victims do include major firms, attacks have also targeted 
medium-sized companies, such as a company in France’s Rhône-Alpes region with 340 employees 
and a Canadian logistics company with fewer than 60 employees.

Ransomware operators are simply opportunistic. The target’s economic profile ultimately matters 
little; it is the IT system’s vulnerability that determines the probability of attack. 

It is more profitable for hackers to target several small companies with weak protection than try 
to penetrate the highly protected systems of a company that understands the risks. 

Unfortunately, not everyone thinks about securing their information system, and not all companies 
can afford this protection.

Due to its ease of execution combined with an increase in intrusion points, ransomware has 
quickly become one of the most profitable types of attack. This method is very common on the dark 
web, with a constantly expanding attack surface and the development of the Malware-as-a-Service 
market.

This threat, which involves little effort but can be very profitable, has now become firmly embedded 
in the cyberthreat landscape. 

In September 2020, ANSSI4 (French National Cybersecurity Agency) issued an alert about 
Emotet, a very widespread type of ransomware. The agency had noticed a resurgence in the number 
of French entities targeted by this malware. However, France was not the only country Emotet 
attacked, with New Zealand and Japan also among its victims.

Discussions in a dark web forum 
about new targets (captured by 

our software)

Examples of Malware-as-a-Service offered by hackers on the dark web

4/  https: //www.cert.ssi.gouv.fr/alerte/CERTFR-2020-ALE-019/

https://www.cert.ssi.gouv.fr/alerte/CERTFR-2020-ALE-019/
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In addition to the alert issued in September 
2020, on 29 October of the same year, the 
French National Cybersecurity Agency also 
published a study on Malware-as-a-Service 
using Emotet5  as an example. In this new 
trend, the cyberattack can simply be 
outsourced to a hacker, with no skills required. 

This “uberisation” of cyberattacks further 
increases existing threats. Now anyone with 
the means can hire a hacker. The jobs can 
range from compromising social media or 
email accounts to completely destabilising 
information systems.

4  _ Ransom
ware, Data Disclosure, and Malware-as-a-Service on the dark web

5/  https: //www.cert.ssi.gouv.fr/cti/CERTFR-2020-CTI-010/

Job offer from a user looking to use the 
coronavirus as a vector to spread the 
Emotet ransomware (captured by our 

software)

“Typical” hacking services offered 
on the dark web

This “uberisation” of 
cyberattacks further 

increases existing 
threats.

‘‘
”

https://www.cert.ssi.gouv.fr/cti/CERTFR-2020-CTI-010/
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Example of services to launch 
ransomware attacks that can be 
found on the dark web

Although the network of hackers associated with the Emotet ransomware was dismantled in 
January 20216, we have noticed that France remains a preferred target for hackers using 
this type of cyberattack. Hackers are taking advantage of the increase in attack vectors to 
create a real cyberattack marketplace. Not only has this become the most common type of 
cyberattack, but it has significant consequences for the victims.

We recommend utmost caution as the strongest form of prevention since Hacker's imagi-
nation seems to be limitless. ANSSI has also published a guide with many recommendations. 
Companies of all sizes and all employees must remain vigilant because these kinds of attacks 
rely on human error to succeed.

IN SHORT 
1 - Ransomware attacks aim to extort money from companies or institutions. They steal massive 
amounts of data and encrypt the target’s entire information system.

2 - If the victim refuses to pay, the hacker may publicly reveal the attack and publish the stolen data 
in several phases while leaving the encrypted data on the target’s information system.

3 - Malware-as-a-Service (MaaS) makes it possible to outsource massive cyberattacks at a very low 
cost. Industrial-scale cyberattacks can be carried out anonymously by accessing a service in SaaS 
mode.

Monitoring your data on the deep and dark webs allows you to react immediately 
to an incident and plan ahead to launch post-incident actions as quickly as 
possible. It also allows you to manage the crisis with a full understanding of the 
situation: the communities involved, the volume of data disclosed, the origins of the 
leak, any weak areas, your risk of falling prey to a phishing campaign, oversight 
of your password management policy, etc. 

6/  https: //www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action

      https: //www.ssi.gouv.fr/administration/guide/attaques-par-rancongiciels-tous-concernes-comment-les-anticiper-et-reagir-en-cas-dincident/

{

https://www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-
https://www.ssi.gouv.fr/administration/guide/attaques-par-rancongiciels-tous-concernes-comment-les-anticiper-et-reagir-en-cas-dincident/
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05Marketplaces on the Dark Web
#5.1 - Weapon and Drug sales

The dark web is a place where all kinds of 
goods and services are sold. In this chapter, 
we will cover the most common ones, namely 
weapons, drugs, forgeries, and financial 
services. The last section will examine rarer 
items and urban legends (hitmen and Red 
Rooms). We will address paying child porno-
graphy sites in the next volume.

Though we suspect many of the sites we 
index are scams, the dark web does contain 
real offerings. For example, last September, an 
individual under surveillance as a potential 
threat to France’s national security was 
arrested in the Paris area for ordering an 
assault rifle from a US-based site on the dark 
web. Illegal gun dealers sell both handguns 
and long guns.

An individual under 
surveillance as a 
potential threat to 
France’s national 

security was arrested 
in the Paris area for 
ordering an assault 

rifle from a US-based 
site on the dark web.

‘‘

”
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Some vendors sell other types of weapons:  
grenades, rocket launchers, and even 
anti-tank missiles. The website shown below 
does not seem credible, but the ones above 
might be real and come from a Ukrainian 
source.

The Black Market Guns site is the oldest 
active arms dealer on the dark web. The 
photos of the weapons contain a watermark to 
prevent others from copying and reusing 
them on fake sites.
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Some wary buyers may request more specific proof, as vendor Firearms72 indicated. A 
buyer asked the vendor to put a lighter in the photo of the gun for sale, instead of the regular 
piece of paper. The vendor posted the photo of the gun with the lighter, but we have no way of 
knowing whether it was edited.

Examples of the same retouched 
image from two different vendors 

(Danau and GunStore)

Some photos also contain a sheet of paper 
with the BMG stamp, intended to prove that the 
vendor does have the product. However, this 
proof does not guarantee authenticity. Almost 
anyone can use image editing software to 
place their own brand on a photo of a weapon 
from a standard online image bank.
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At the intersection between weapons and drugs, another vendor offers a range of poisons 
and venoms. Some of the products sold, such as Polonium or VX, make us doubt the veracity of 
the offer.

In contrast, the numerous narcotics sites seem much more credible. Vendors may offer a 
single product or several types.

Site specialising in cannabis

Site offering a wide range of 
drugs
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Other vendors offer narcotics and 
prescription drugs, such as Xanax and other 
psychoactive medications.

Some sites are veritable underground 
pharmacies, selling HIV drugs, diet pills, 
insomnia medicine, etc. These sites sometimes 
offer batches of Covid vaccines. 
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Yet another type is the Athletic Pharma site, which specialises in doping 
products, as its name suggests.

This is just a small snapshot of what the dark web offers in terms of weapons, narcotics, 
and pharmaceutical products. Though many of these sites seem suspicious, some vendors do 
supply real products, posing a serious threat to health and security.

 Forgeries have pride of place among the products sold on the dark web. Few marketplaces 
do not contain one or more counterfeiters. The most common forgeries are fake banknotes, 
fake identity papers, a wide variety of fake administrative documents, and counterfeit luxury 
goods.

#5.2.1 - Fake banknotes

The dark web offers counterfeit versions 
of some of the most common currencies:  
euro, dollar, yuan, pound sterling, etc. Vendors 
sell fake banknotes in marketplaces or 
individual shops, such as the following vendor.

#5.2 - Forgeries

Bazaar Plastic home page

{
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All counterfeiters boast about the quality 
of their forgeries. The fake bills are sold as is, 
and buyers are fully aware of the risks they 
incur. 

We assume that some counterfeiters also 
have other means of selling their products. 

One site claims to sell genuine banknotes 
that were taken out of circulation and stolen 
by an inside team prior to their destruction.

Even if this site is not an outright scam, 
which seems unlikely (it has more than 1,800 
dubious copies or scam mirrors), and it does 
send cash to buyers, there is a good chance 
the banknotes will be fake. Buy Real Money home page

FakeID home page

Fake documents are a hot commodity on the dark web. Passports are the most common, but a variety of 
identity documents can be bought, such as ID cards and driving licences.

#5.2.2 - Fake papers and documents

Examples of 
passports for 
sale on the 
FakeID website
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Forgeries of administrative documents are 
also available, as seen in the following two 
screenshots.

Fake payslips are most often used for 
consumer credit applications. Some counter-
feiters even offer special packages for these 
applications, including scans of all the 
necessary documents. 

These packages may include a mix of real 
and fake documents, such as genuine payslips 
obtained from stolen data.

Vendors offer an impressive variety of documents, such as fake diplomas, 
prescriptions, and vehicle registrations.

Fake Russian prescription for 
Phenazepam

Website specialising in fake payslips

Fake French papers sold on the Endless Destinations 
website, including a resident card

A forger’s advert on the Trollodrome
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And of course, forgers predictably 
responded to the pandemic by producing fake 
vaccine passports.

Fake documents are most often sold in physical form, but some counterfeiters also sell Photoshop (PSD) 
files that allow buyers to modify the information at will and produce one or more images that look like scans 
of an ID document.

Fake Russian vehicle registration

Fake diploma

Sale of a fake vaccination 
certificate

Vendor of Photoshop files for 
fake ID scans
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Counterfeit leather 
goods

Replica Watches 
home page

Counterfeit luxury goods are not that 
common on the dark web, probably because 
they are easy to acquire in more traditional 
ways (street vendors, clear web vendors, 
etc.). 

In the past, the dark web did feature some 
individual vendors, such as the defunct Replica 
Watches site, which specialised in luxury 
watches.

Now luxury goods vendors are more likely 
to operate in marketplaces, where replicas of 
name-brand goods are sold.

As we can see, the sale of forgeries is 
very widespread on the dark web. Onion sites 
are certainly not the biggest threat to luxury 
goods since the supply on the dark web is 
relatively small. But the sale of counterfeit 
documents seems to be very common and 
could pose a threat to governments or credit 
institutions.

#5.2.3 - Luxury goods

Counterfeit luxury 
clothing
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  A major segment of the profit-seeking activities on the dark web is financial transactions 
(sale of stolen accounts, gift cards, cryptocurrency mixers, etc.). The dark web is teeming with 
offers that promise quick and easy money. These types of services are so popular that the ten 
most replicated sites (in number of mirrors) are all financial transaction sites.

We have also noticed that the Bitcoin x200 site has increased from 4,000 mirrors to 
almost 7,000 since January 2021 – we won’t analyse the suspicious nature of this explosion 
in mirrors since we covered this topic in Volume 1. 

However, we must give credit where credit is due. The Bitcoin x200 Service site claims to 
exploit a flaw in the Bitcoin transaction system. 

If what they say is true (highly unlikely), it is possible to conduct transactions in which the 
seller receives more money than the buyer sent. 

This creates artificial funds and can generate significant revenue. The rest of the sales 
pitch is predictable: invest at least 0.005 Bitcoins for a return of one Bitcoin. 

#5.3 - Financial Transactions

Site name Mirrors

[OFFICIAL & ORIGINAL] BITCOIN x200 SERVICE - ©2021 6923

Stolen Cards - Plastic Sharks 1858

AUTOMATED PAYPAL AND CREDIT CARD MARKET 1838

Amazon Gift Cards 1816

Fast Money - Accounts & Transfers 1790

Buy Real Money - The Way 1775

BITCARDS - Prepaid cards 1753

Dumps PayPal & Dumps Credit Card - Shop hacked PayPal accounts and credit card details 1702

easyCARDS 1700

Best Financial Service 1670

The Bitcoin x200 Service site
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Another site more conservatively offers to double your Ethereum assets. They do not explain how they 
do this, and the site design makes it hard to read.

We have also found Bitcoin mixer services on the dark web. This service, also called Bitcoin blender or 
Bitcoin tumbler, adds a layer of anonymity to Bitcoin transactions for those who wish to protect their 
privacy. At least that is what is promised since the main purpose of these systems is more mundane: launder 
money of dubious origin. These mixers seem to operate similarly to mixers on the clear web.

Another very prevalent activity on the 
dark web is the sale of pirated bank accounts. 

Many sites with evocative and even clever 
names sell all the information buyers need to 
use the account for a certain percentage of 
the available balance.

The Ethereum Doubler site

The Bitcoin Mixer 2.0 siteThe Mixabit site

The 21 Dump Street site
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Bank accounts are not the only hacked payment methods sold on the dark 
web. Some sites specialise in selling Paypal accounts or Bitcoin wallets.

Sale of hacked Bitcoin wallets

Fresh Credit Cards Dumpz 
website

Sale of hacked Paypal accounts
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While the vendors mentioned above only provide electronic information, 
other sites offer complete packages that include physical means of payment 
(bank cards, chequebooks, etc.). 

These payment methods can be used to purchase goods or withdraw 
money from cash dispensers. These are generally not hacked accounts but 
rather artificially generated prepaid cards that allow buyers to modify the 
information.

The BitCards card sales 
site

Sale of full banking packages

Example of cards sold on the 
Bitcards website
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The scam warning on the GC 
King Market site

Example of cards sold on the 
KingMan website

The KingMan card sales site

Another payment method is available on the dark 
web:  major retailer gift cards that are often sold for a 
quarter of their value. Vendors claim they are not 
selling fraudulent products but can offer abnormally 
low prices because they buy the gift cards in large 
volumes at a significant discount. We can appreciate 
this attempt at bolstering their credibility, just as we 
are amused to see the GC King Market site warning 
users about scams on the dark web.

Though many of the offers we presented above do 
not seem credible, bank accounts are actually hacked 
and resold on the dark web every day. This will keep 
happening until bank (or other) account holders are 
properly informed of the threats they face.

Site specialising in the sale 
of Amazon gift cards
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The Dark Store site did not just sell rhodium, weapons, drugs, and fake banknotes. It also 
offered graphic cards, underwear supposedly worn by a woman, and Random Secret Boxes 
that could contain items sold on the site. 

It even offered a lottery system with various prizes. This very unusual, even far-fetched 
site, which should have aroused suspicions, disappeared in November 2021, with no known 
mirrors to date.

Continuing with precious metals, the Gold & Diamonds site sells… gold and diamonds.

This site has a very cynical tone and claims to source its products from illegal African 
mines. It states that they feed and house their employees, but do not pay them.

Dark Store home page

#5.4 - Rare Items and Urban Legends
 After outlining the goods and services frequently sold on the dark web, we will now look at 

some less common categories.

Besides standard merchandise like drugs and weapons, some dark web marketplaces sell 
rarer or more unusual products. For example, the Dark Store site (which has since disap-
peared) listed 1 kg of rhodium for 24,000 euros. It was a bit strange for a dark web shop to 
sell this metal, used in industry or jewellery making. The price was also suspicious since a 
kilogram of rhodium goes for around 800,000 euros in official markets.

Rhodium for sale on the Dark 
Store site
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As is common in this type of situation, they use threats to applicant's families to ensure 
obedience.

The Gold & Diamonds home page has two 
tabs entitled “Get in EU Free” and “Free EU 
Refuge 4 Women”. The site promises to obtain 
refugee status in an EU country for African 
men if they work for Gold & Diamonds in the 
EU for three years.

Gold & Diamonds home page

Ethics according to Gold & Diamonds
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The offer for women is nearly identical. They will get them into the EU in exchange for 3 
years of “modelling” for Gold & Diamonds. The site openly states that this “modelling” will 
involve sex

The Gold & Diamonds site also sells rhino horns, but this does not seem to be a key part of 
their “business”. However, some sites do specialise in the sale of ivory or protected species. 

For example, the defunct Dark Jungle site connected buyers and sellers of exotic animals 
and sold ivory products and clothing made from endangered animal skins.

The Dark Jungle also seems to have experienced a rapid extinction since we detected its 
presence in January 2021, as it disappeared by March.
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Another Red Room siteThe Red Room site, with more than 1,250 mirrors

We will conclude our review of the dark web’s offerings with two categories that have 
garnered media attention in recent years: hitman services and Red Rooms.

Many sites on the dark web offer hitmen services for hire. For several thousand euros, 
clients can designate a target for assassination, or request an assault at a lower rate. Fees 
vary according to the damage the client wants to be inflicted on their target.

Most of the sites offering these services are likely scams of some kind. However, recent 
news stories seem to indicate that there is a real offering on the dark web.

In a similar vein, we will conclude with the legendary Red Rooms. According to rumours 
complacently shared by media channels to generate clicks, Red Rooms are torture and 
execution sessions broadcast live on the dark web. 

Supposedly, viewers can pay to watch these sessions via streaming, and pay a higher rate 
to direct the session by giving orders to the torturer.

Hire a Hitman site

The Hire Russian Killer site
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IN SHORT
1 - Marketplaces on the dark web sell a wide range of illegal and unusual goods and services. The vast 
majority of the sites indexed are probably scams, but some are quite real.

2 - Dark web marketplaces offer a variety of counterfeit goods:  fake banknotes, fake documents, and 
even counterfeit medicines and luxury goods.

3 – The very real services some vendors offer present serious security, health, and economic 
threats to individuals, governments, and companies.

We can distinguish real vendors from scams by analysing the images and 
metadata of domains and marketplaces. Our understanding of these networks and 
analysis of connections between websites and cryptocurrency transactions 
makes it possible for us to identify criminal vendors and networks.

Without a doubt, the stolen data our search engine has found is systematically 
used for scams (phone, SMS, emails), sometimes for compromise or CEO fraud… 
and very rarely, for nothing at all!

We doubt these Red Rooms exist for two reasons

The first relates to the Tor network itself, since its relative 
slowness makes it unsuitable for live broadcasting. However, the 
pages on the dark web may simply serve as a purchasing interface, 
with buyers receiving a link to a faster network

The second relates to the countdown displayed on the Red Room 
home page. We have noticed that almost all the 1,250+ mirrors show 
the same countdown: 10 days, 6 hours, and 21 minutes until the 
next session, regardless of when you visit the site.

To be clear, we are not claiming that all the sites we mentioned 
are just tourist traps. Some offerings do seem genuine and present 
a very real threat on several levels. 

However, we must remain sensible and avoid overindulging in 
fantasies about the dark web.

‘‘

”

However, we 
must remain 

sensible and avoid 
overindulging in 
fantasies about 
the dark web.

{
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06Conclusion
As we have shown, the dark web is a vast 

and multifaceted place. However, since 2019, 
its primary activity has become the sale and 
storage of stolen data (ransomware, scams, 
Trojan horses, etc.).

Humans are clearly the primary vector 
behind these leaks.

Why?  Because we are constantly trans-
porting and sharing our data. We remove this 
data from our homes and companies on many 
kinds of devices and through many vectors 
with varying levels of protection and updates. 
Or we are attacked because we cannot remain 
fully vigilant about our computer use, or that 
of our children, or that of all the employees in 
a company.

This is why centring cybersecurity entirely 
around the information system can no longer 
guarantee the integrity of services, companies, 
and households.

The bathtub image below offers a simple 
illustration of this problem.

Besides following prevailing cyber 
protection standards (ISO-207001, PASI, 
etc.) we recommend expanding the scope of 
surveillance to include: 

•	 Detection of toxic flows: identify all 
data flowing out of the company to spot 
unwanted data flows to unknown or 
toxic servers.

•	 Detection of information leaks:  monitor 
the deep and dark webs to quickly be 
alerted of data leaks or thefts to 
immediately implement suitable post-in-
cident procedures (for the short, 
medium and long term).

To cover all cyber risks, Aleph offers 
solutions to manage these toxic flows and data 
leaks. By considering both humans and the 
information system, we guarantee operational 
efficacy across the security continuum..

Controlled data flows 

Data

Company – Information SystemHu
ma

ns
Data

INFORMATION LEAKS
e.g. ransomware, scams, business intelligence

STANDARDS
e.g.  ANSSI, ISO 27001, 
PASI

Pentest

FLOWS

e.g. data sent to Chinae.g. data sent to my IS
Toxic data flows



39

6  _ Conclusion

We hope you have found this 
second volume useful.

We still have several more 
aspects of the dark web to 

uncover, and we hope you will join 
us again in the spring of 2023 for 

the third volume.
Until then, stay tuned!

‘‘

”
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